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Face enhancement: A simple and effective data processing
method for DeepFake detection
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Abstract; Although DeepFake technology has promoted significant advancements in areas such as gaming and social media,
concerns regarding security and privacy have also arisen. Accurate detection and identification of DeepFake have become important
research directions in the field of computer vision, leading to the emergence of numerous deep forgery detection network models.
However, there has been little research on preprocessing input images to improve model’ s performance in DeepFake detection. In
light of this, this paper proposes a simple and effective facial enhancement method, wherein the facial part of the input image is
extracted, and the remaining areas are filled with black to create a padded image. The original image is then weighted and overlaid
with the padded image to serve as the input image for the detection network. Additionally, a classification head is designed to
transform the features extracted by the detection network into the network’s output classification. Experimental results on Celeb—DF—
V2 demonstrate that, compared to well-known networks such as EfficientNet, CapsuleNet, and MesoNet, the detection network
model’s performance metrics, including AUC ( Area Under the Curve), accuracy, precision, and recall, are effectively improved
when incorporating the facial image enhancement method proposed in this paper. The facial enhancement method proposed in this
paper will have a positive impact on advancing DeepFake forgery detection work.
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Table 1 Comparison of main performance metrics for each method
at a threshold of 0.5

Score
Method

ACC Precision Recall
EfficientNet+Face Enhancement 0.996 0 0.995 6 0.996 3
Original EfficientNet 0.994 9 0.993 6 0.996 3
DFDT+Face Enhancement 0.9952  0.9936  0.996 8
Original DFDT 0.993 1 0.9899  0.996 3
MesoNet+Face Enhancement ~ 0.913 8 0.887 4 0.947 9
Original MesoNet 0.8719 0.834 4 0.927 9
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