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Research on UAV countermeasure technology based on
multi—agent reinforcement learning

SUN Lijin, LI Zhi

(College of Electronics and Information Engineering, Sichuan University, Chengdu 610065, China)

Abstract: In today’s era of rapid development in artificial intelligence and drone swarm technology, multi—drone combat has
become a research hotspot in the military field. Multi—drone combat is an extension of drone swarm technology, where intelligent
algorithms control a swarm of drones to engage in aerial confrontations. In multi—drone combat tasks, this paper proposes the
application of a MADDPG algorithm based on attention mechanisms for collaborative combat among multiple drones. The study
explores how point—to—point information exchange can enhance each drone’s global situational awareness, particularly when each
drone can only observe the local environment, by exchanging information with nearby drones to achieve better collaboration. The
attention mechanism is used to dynamically select key information from other drones, improving decision—making efficiency and
accuracy. The research investigates how the attention mechanism helps each drone focus only on task—relevant information, reducing
the information—processing burden and enhancing strategy optimization. Based on a multi—agent particle environment, this paper
builds a reinforcement learning environment for red—blue drone confrontations. The red team, consisting of eight drones, adopts the
proposed reinforcement learning algorithm, while the blue team uses a rule—based attack strategy. Experimental results show that the
proposed algorithm effectively increases the red team’s win rate by 12%.
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Fig. 2 Flowchart of dot—product attention mechanism in muli—agent reinforcement learning
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Table 1 Pseudocode
DhALHS . MADDPG Il attention
1 Initialize N agent with replay buffer D | Actor and Critic##] 41k N A~ REIK
2 For episode=1, M do #JF #4714, Il 25 M 56
3 Reset environment#53 58 - 4f (1 Bif {2 T 8 P15
4 For step=1, J# RN J A
5 S, atention < 8, #ITH A TRARZSXT L 19 attention
6 For agenti = 1 to N do #X 8 — M RERIEATHAE
7 a, = Actor(s, emion) + N, g AP REARMUEFEY TP 5, yenion FIHL actor IFERIIBEHIES N, SRR BIWEB TR
8 Execute actions a, and observe reward r, and new state s, #KUKIAT S , FFIREAS B X7 A2 Bl BT FRDIR S
9 Su4 1 atention < 8, + 1T T —ANMRASXT R Y attention
10 Store (S, uyention s @i s Trs S+ 1 anention) it Teplay buffer D# BB E BRI Y M ADIRAS | SIAE 2B AT IR AL A 2503
11 Sl_allemi(m «— Si+ 1_attention #Efﬁﬁ%ﬁﬁﬁiﬂ@#j{?&
12 End For
13 For agenti = 1 to N do #¥ & — & REAR AT HAE
14 Sample transitions (S!_allemion s @y 5Ty Sy l_allention) from replay buffer D #}J\ buffer imm{xﬁ E/\J&}&%E
15 Set Yo =T + /\Cﬁti(’(sﬁ 1_attention+ 1 ) #4‘&%%@]%’“%%?&1}?@
16 Sety’, = Critic($, yemion) #FELFETTE critic BIAETE
17 Perform a gradient descent step on (y', — ¥, )*with respect to the network parameters #5/IME ', -y, , FIFIBBEETH Critic 5S4
18 Perform a gradient descent step on — y, with respect to the network parameters #ix JiAt Critic (S, atention ) AAER T BT Actor 4%
19 End For
20 End For
21 End For
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2 Caculate the distance from every other agent d; #T A B AR RN A R AR 1y g

Merge s;, s, with s, % ——————
S
j=1

4 End For
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