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Imbalanced federated network traffic classification based on client selection
LI Beibei, DONG Yuning, QIU Xiaohui

(School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications
Nanjing 210003, China)

Abstract: In recent years, the data security issue of network traffic classification has attracted much attention. Federated learning
can achieve data sharing on the basis of ensuring data privacy. Currently, federated learning faces the challenge of client data
imbalance in flow classification. To address this problem, this paper proposes an imbalanced federated network traffic classification
method based on client selection. For multi—sample distribution scenarios, a circular transmission pre—label set model is designed to
obtain label category indicators, combined with the weight divergence indicator to measure the degree of sample balance and the
number of client samples under the Andrew Yeo protocol introduced for a small number of clients, comprehensive indicator scores
are calculated, and client selection is implemented. Experimental results show that compared with representative literature methods,
this method can increase the F'1 score by 0. 5% to 10. 0% without increasing the time of imbalanced network traffic classification.
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Table 1 List of main model abbreviations
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o0 268 3t 1t 4324 Network traffic classification NTC
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15353 ARRY 2% 7 A4 4L Count_Sample Second Lowest score CSSLst
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Fig. 1 Overall framework
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Fig. 2 Model of looping forward label set
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2. forl=1,2,---,CA do:

3. CA < int(str(CA)[0]), CB «—int(str
(CB)[0])

4, k =encrypt(sx, a) < Client — b {28
a Xf sx %

5. g=k-CB+1

6. Client-a get g «<— Client — b
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a A o 5

8. z= Deci{g+1,g+2,---,g2+ 10} (mod p)

9. for num in z:
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10. for i in range(a, len(z) +1):
11. num =num+ 1

12. end for

13. end for

14. Client=b get z <— Client — a

15. if zj ==CB(mod p) :

16. Res=1

17. break

18. FEALEL al,a2 < Client — a, BAFLEL b1,
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20. Client-a get b1 —r2 = al - b2
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24. continue
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26. end for
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10. if N >=10;
11. Lst «— min( enum ( CScore) )
12. for _ in range(m) :
13. rem. append ( Lst)
14. Lst = min(enum ( CScore) )
15. end for

16. Lst «— min( enum( CScore) )

17.  SLst«— np. argsort( CScore ) [ 1]

18. for _inrange(m) :

19.  Adif—Lst 5 SLst f350 4% 25
20. if Adif >0.001xLst 1343

21. rem. append ( Lst)

22, AYP LUHE Lst 55 SLst FEAKK
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24. rem. append ( Lst)
25. rem. append ( SLst)
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27. W, (k) « AR5 #%

28.  x(k)=1/(N-m) ‘imxn(k) — 4 R R

H, € =11, N} FRE& Pk S0 %
WAL AU P AT i B 4 5 K Rl (s 8 U s (k)
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3 ERERSITE

¥ LFCS 5 SCik 77 v WCLMY Hil FEAT!™ HE4T
PEREXT HE, I M N TE A
3.1 HE&E

SZIS AE CSE - CIC —IDS2018 Al NF — Labeled —
75 A EAESE LT
3.1.1 CSE-CIC-IDS2018 a4

ARFERWE 2,

%2 CSE-CIC-IDS2018
Table 2 CSE-CIC-IDS2018

b4 SR AR
30 Bot 286 191
31 Brute Force—Web 611
32 Brute Force—XSS 230
33 DDoS-HOIC 686 012
34 DDoS-LOIC-UDP 1 730
35 DDoS-LOIC-HTTP 576 191
36 DoS-GoldenEye 41 508
37 DoS—GoldenEye 461 912
38 DoS—SlowHTTPTest 139 890
39 DoS—Slowloris 10 990
40 FTP-BruteForce 193 360
41 Infiltration28 68 881
42 SQL Injection 87
43 SSH-Bruteforce 187 589
44 Infiltration1 93 063

3.1.2 NF-Labeled-75 ¥(#i4E

NF-Labeled—75 3445 £ J& 3£ T NetFlow HJ 45K
P o0 2 it 4 B AR AT 3 577 296 AR, 3L 75
FHE, B 87 AHRAE, T T E B
CICFlowmeter R4S , 1 4E 23k BIFFES [E] . &N 1709
SRR BN AT R RO R/ SRS Il ]
) AR B 3,

% 3 NF-Labeled-75
Table 3 NF-Labeled—75

brgE 1 AR
0 FACEBOOK 10 000
1 CLOUDFLARE 10 000
2 TWITTER 10 000
3 SKYPE 10 000
4 AMAZON 10 000
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8 HTTP_CONNECT 10 000
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Fig. 4 Loss change curve under non—federated MLP

TEBCIS MLP 255, #E K /)N min _samples/2
(min_samples 371~ % 7 S A A RO e/ MED) L R
Adam PEAGARET X BRLIN ZRatt 2% AT 2] 200 B 3h
L AE 10~ 15 UL N, epochs = 10/(k+1) ~
15/(k + 1) B 3Bk FRoRE kDRE U IR
B

P i ) 07 26 2 R TE AR SRR S PR,
H, JOIRSFR S I IR A A MIBR— A% i
WUJR B — FE 0 2 PUAT — U0 i e 4 59 2 IR
B FIRES R — N BREE I m A% i, {5
e o n] LAS SN Sk 2 Jr A2 v e T A 443
R AR

AR DR 285 M IR 12 5 W 247 S 96 0o
APRFH AR R M BRI 1 m A,
MEE R TT IR e M B — > % P S HE R R AT L, F1
IR —E, HATE W T INZREE,
J5 N AR N - m R P T P ik
Sk AT H 2 TR TRk O HkE
T REA A 22 1 & T Sl A B — Sl Rad AR
o P, R SESC IR A RS TR e SR m T 2B T,

AR T X WD BRRAREE H B An S H
I PR AR AT Z 40, i H 548 F1 %k
YEREE 5 N EPRIEAT T & INSLIGXF L, 15 ER
A ORI S A DL T, TEig S LFCS 38 42 3C
BRITIEI F1 Ay B RKOR MR, (B 5 201 25
A ) KR R i, Horp  LFCS % & F1 538 bri
YIRS & F1 A EdEbRET i 9 54245 .

K Bk 8 AT AR AN A X 45 43
K RIRBHIEE 5 K 6 i, XML Eroc
F AR RN 53 25 i R AR, BB SR 2 A U
BRBEAH R A REAEL, JE X M 28 1 1) o0 R R SR
BRATHEIIREARRL, 432 F1 4380 2 M EdESE B3
AEIAE] 0. 994 Fi1 0. 968, KA I BE ik B £ v Il 45
TR ANRLR

36
30

0.8
44
fg33 0.6
w40
o
43 0.4
37
0.2

35
39

36 30 44 33 40 43 37 35 39
BtRLE

Bl 5 CSE-CIC-IDS2018 t LFCS 43R &P
Fig. 5 LFCS classification confusion matrix on CSE-CIC-IDS2018
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Fig. 7 Distributionl: Changes in various LFCS indicators on CSE-
CIC-IDS2018 with the number of clients to be filtered out
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Fig. 8 Distributionl: Changes in various indicators of LFCS on
NF-Labeled-75 with the number of clients to be filtered
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Table 4 Distributionl: Comparison data of Acc, F1, training time and recognition time of different methods on the two data sets

CSE-CIC-1IDS2018

NF-Labeled-75

ik Ace/%  F1/ % YNGR/ /ms 432504181/ (ms - BEART) Ace/%  F1/ % YNGRIFIE]/ms 4325RF1A]/ (ms - BEACTT)
LFCS 99. 4 99. 4 17.170 0.025 96. 8 9.8 26. 570 0.025
WCL 99.3 99.3 18. 842 0. 026 96.3 9.3 19. 506 0.025
FEAT 99.5 99.6 51.914 0. 037 97.0 97.0 159. 569 0.039
ek 99.1 99. 1 17.277 0.025 96.0 96.0 29. 641 0. 025

£S5 BHESH2 T 2MBIEELTREAER Ace F1, I ZR 0 18 LUK IR A B 8] X Lb 2R

Table 5 Distribution2: Comparison data of Acc, F1, training time and recognition time of different methods on the two data sets

CSE-CIC-1IDS2018

NF-Labeled—75

ok Ace/%  F1/ % NZMFE]/ms 5p3ma]/ (ms - BEART) Ace/%  F1/ % NZWEE]/ms 532 A]/ (ms - BEART)
LFCS 98.7 98.7 16. 461 0. 025 97.6 97.6 32.539 0. 025

WCL 99.2 99.2 23.522 0.026 77.6 72.3 39.743 0. 025

FEAT 98.7 98.6 61.505 0. 038 94.0 94.0 160. 467 0. 039
i ipis 93.2 93.0 20. 984 0. 025 93.5 93.1 43.599 0. 025

R6 FHEADHIT2MBBELLEFED Ace F1 IR 18 UK IR 3 B 8 3 bb #i48

Table 6 Distribution3: Comparison data of Acc, F1, training time and recognition time of different methods on the two data sets

CSE-CIC-1IDS2018

NF-Labeled-75

ok Acc/%  F1/ % NZEWFE]/ms 4935m}18]/ (ms - BEAR™) Ace/%  F1/ % YNZEBHa]/ms 4p38mHa]/ (ms - KEAT)
LFCS 9.1 99.1 15.839 0.024 9.1 961  30.171 0.025
WCL 9.2 9.2 16.579 0.024 57.1 48,9 38.803 0.025
FEAT 97.1  97.1  98.483 0.037 85.4 857  162.564 0.039
T 89.6  89.2  19.236 0.025 70.4  63.9  40.920 0.025
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Fig. 14 LFCS classification confusion matrix on NF—Labeled-75
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Table 7 Comparison of three policy data on two data sets when one client is filtered out

CSE-CIC-1IDS2018

NF-Labeled-75

m =1
Ace/%  F1/ % YIZRAFE]/ms 432EmHE]/ (ms - BEATT) Ace/%  F1/ % YIZRAFE]/ms 43ZEmHE]/ (ms - AT
M 1 99.0 99.0 4.791 0. 097 83.2 81.2 4.031 0.036
M 2 99.4 994 6.816 0.098 88.0 87.2 5.549 0.035
HWE 3 99.3 99.3 6.782 0.097 88.0 87.1 5.543 0.036
3 MER 99.3 99.3 4.796 0.097 87. 1 86. 4 5.413 0. 037
x8 ik 2 NEAmE,2 MIEE L 3 NIRRT L
Table 8 Comparison of three policy data on two data sets when two clients are filtered out
CSE-CIC-IDS2018 NF-Labeled-75
m =2
Ace/ % F1/ % %M} a]/ms 4rZEEtTE]/ (ms - ﬁgﬂi_] ) Ace/ % F1/ % I 404 18]/ms 43258/ (ms - ﬁﬂi_] )
M 1 99.3 99.3 4.443 0. 097 87.6 86.5 3.718 0.036
M 2 994 994 5. 868 0.098 90.9 9.5 4.610 0.036
HWE 3 99.4 99.4 6.260 0. 100 92.1 91.6 4.623 0.035
3 MElR 97.5 97.5 4.472 0. 098 89.0 89.7 4.976 0. 037
x99 fHikE3IANFEARE,2 NMEEEL 3N RBEIEST
Table 9 Comparison of three policy data on two data sets when three clients are filtered out
CSE-CIC-1DS2018 NF-Labeled-75
m =3
Ace/%  F1/ % YNZRITE]/ms 432505 [/ (ms - FEAT) Ace/%  F1/ % YIGAFIA/ms 432505 [8]/ (ms - BEATT)
w1 98.9 98.9 3.686 0. 099 76.7 75.0 3.084 0.036
M 2 98.9 98.9 4.994 0. 100 87.7 87.3 4.020 0.035
Mg 3 98.7 98.7 4.691 0.099 88.6 88.5 4.010 0.034
346 98.5 98.5 3.642 0. 096 86. 8 86. 8 3.999 0. 035
g5 LAy pr e A A TRER K AT ) , AR AR

(1)K 3 AN RFRS RN 1 25N 3 XA, 3
SRR 5P SRR AR B AR AN 2 M (REA

SE RIS 1 AE m = 1 BFABOERANIN 3 4845 R Al
SR, n] BE DR A BN AR i 5 FUCR T
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