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Untargeted poisoning attack against Vertical Federated Learning
WANG Yue

(College of Computer Science and Technology, Donghua University, Shanghai 201620, China)

Abstract: Vertical Federated Learning is used to solve the situation where multiple data holders want to cooperate to build machine
learning models but do not want to share the original data. However, Vertical Federated Learning is vulnerable to poisoning attacks
by malicious participants who aim to hinder the accuracy of Vertical Federated Learning models by sending malicious embedding
vectors during the federated training process. This paper proposes a general framework for poisoning attacks on Vertical Federated
Learning models, which maximizes the distance between malicious vectors and benign embedding vectors, causing the model
training direction to shift and affecting the overall performance of the model. In order to evaluate this attack method, the paper uses
the one with the best attack effect among the two basic attack methods to compare it based on the MNIST dataset, the CIFAR10
dataset and Yahoo Answers dataset. Experimental results show that this attack method is more effective than the basic attack
method, and the attack impact is increased by 47.89%, 42.90% and 32. 63%.
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Fig. 1 System architecture of Vertical Federated Learning
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Table 1 Model accuracy under different o> sample noise perturbations %
0_2
ol e #zh Iy
2 3 4 5 6 7 8 9
MNIST AN 93.69 93.28 86.77 93.44 88.98 92.02 92.69 93.08 92.24
RN 93.14 89.67 92.20 92. 80 90. 28 88.98 92.32 93.20 84. 47
CIFAR10 AN 74.15 73.69 74.39 73.81 74.79 74.09 73. 66 74.43 73.38
RN 74.05 72.47 74.32 74.02 73.98 73.57 72.23 73.15 74.20
£2 AE o HARERD THREAEHZE (0’ < [10, 100] N Mod(o?,10)=0)
Table 2 Model accuracy under different o sample noise perturbations (o”  [10, 100] N Mod(¢?,10)=0) %
o2
Bk shr
10 20 30 40 50 60 70 80 90 100
MNIST AN 94.59 93. 62 92.98 93.41 93.88 93. 69 93.61 93.84 93.12 92. 69
RN 88. 40 89.96 90.75 90. 70 90. 38 91.32 91.63 91.09 90. 43 91.54
CIFAR10 AN 73.73 74.45 73.67 73.71 73. 64 74.06 74.78 74.13 73.32 74.91
RN 71.78 72.23 72.32 71.43 72.67 73.49 73.73 74.19 73.70 73.92
£3 AR o BIERFMZ THEEERE
Table 3 Model accuracy under different o> embedding noise perturbations %
2
) N g
iR Peah iyl
1 2 3 4 5 6 7 8 9
MNIST AN 92.63 92.44 90. 32 92.72 89.42 91.33 91.42 92.88 90. 85
RN 91.43 90. 62 92.90 91.55 90. 36 87.32 91. 66 95.49 88.30
CIFAR10 AN 73.75 72.54 73.79 72.29 73.78 72.03 74.23 73.55 72. 68
RN 73.59 73.38 72.43 73.85 72.39 72.50 71.49 72.38 73.04
Yahoo Answers AN 60. 45 61.94 60. 99 61.77 62.33 60. 01 61.93 60. 93 61.88
RN 59.38 60. 48 60. 63 60. 89 60. 37 59.99 60. 70 60. 44 60.93




%1 ENBL GRS S Y TE B bR rh R G 107
F4 TE o HERER THEEERE (0® <[10, 100] NMod(o?,10)=0)
Table 4 Model accuracy under different o embedding noise perturbations (o”  [10, 100] N Mod(¢?,10)=0) %
o2
Bk Hshr
10 20 30 40 50 60 70 80 90 100
MNIST AN 93.42 91. 88 93.23 93.92 94. 82 93.96 92.67 92.34 92.23 92. 88
RN 89. 83 88.52 90. 40 90. 93 91. 82 90. 42 89.98 90.91 91.13 91. 64
CIFAR10 AN 73.43 73.95 74.17 73.92 72.04 73.83 73.84 73.73 72.98 72.38
RN 72.28 72.53 71.92 71. 83 71.99 72.37 72.38 73.39 72.09 72.34
Yahoo Answers AN 60. 43 61.92 60. 40 61.23 60. 11 61.02 62.77 61. 83 60. 23 60.91
RN 60. 18 59.29 59.23 60. 29 61.25 59.08 60. 28 61.14 61.90 60. 63
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Fig. 4 The impact of different 6 on model accuracy
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Table 5 Comparison of attack impact

%

Baseline-SN Baseline—EN MaxD
Datasets No Attack
Accuracy ToA Accuracy ToA Accuracy ToA
MNIST 97.16 84.47 12. 69 87.32 9.84 36.58 60. 58
CIFAR10 81.16 71.43 9.73 71.49 9.77 28.53 52.63
Yahoo Answers 66. 17 - - 59. 08 7.09 26.45 39.72




it

aod
[Ny

108 =

TS I VA | 55 16 &

(a) IELHAR RIS

(b) JEi bl

e) 02, =20
(e) 0%y

(f) o?x=10

(g) MaxD Attack

B 5 MNIST ##E% Grad-CAM FI{LER
Fig. 5 Grad—CAM visualization results of MNIST dataset

(a) IR PR

(b) JR AR

(c) szN:9

() 0 =T7

(€) 02,,=90

(f) o%x=40

(g) MaxD Attack
B 6 CIFAR10 ##EE Grad-CAM FIHL &5
Fig. 6 Grad—CAM visualization results of CIFAR10 dataset

4 HRIE

AR SR XTI R 2] R GE 0042 4[R]3 ok B
SGENIMIIRI A > AL A lmile] , B 1 2 Tl 7 4 gl i
Bty | I 38 i S B B A o A — e R 1 Re S
PAFRAL, R ASSCRT T — iR R FE T
Hbrrhadit  xBet e 4a 7 A B E S FL Nl
el BRI A 1) 5 I R ) 2 ) ) P e KA
fHRTHXS T 432850 S W RSR) | PR AL T 25 5 7 A=
FRFE WS SRR e I, AR SCHR H A R K
Al B 0 H A b 2 Mok 19 Bt 52 i L Al 3h
Wi 2, &5, ASCHH GradCAM X EG 4
LRI M nT AR A e R B EL AT R
S 3Lk

[1] SHOKRI R, SHMATIKOV V. Privacy - preserving deep learning
[ C]//Proceedings of the 22" ACM SIGSAC Conference on
Computer and Communications Security. New York: ACM, 2015
1310-1321.

[2] LIU Yang, ZHANG Xiong, WANG Libin. Asymmetrical vertical
federated learning[ J]. arXiv preprint arXiv,2004. 07427, 2020.

[3] LI Qinbin, WEN Zeyi, WU Zhaomin, et al. A survey on federated
learning systems: Vision, hype and reality for data privacy and
protection [ J ]. IEEE Transactions on Knowledge and Data
Engineering, 2021, 35(4) . 3347-3366.

[4] ROMANINI D, HALL A J, PAPADOPOULOS P, et al. Pyvertical

A vertical federated learning framework for multi—headed splitnn[J].

arXiv preprint arXiv,2104. 00489, 2021.

LI Li, FAN Yuxi, TSE M, et al. A review of applications in

federated learning[ J|. Computers & Industrial Engineering, 2020,

149 106854.

[6] LIU Pengrui, XU Xiangrui, WANG Wei. Threats, attacks and
defenses to federated learning; Issues, taxonomy and perspectives
[J]. Cybersecurity, 2022, 5(1) : 4.

[7] RODRIGUEZ-BARROSO N, JIMENEZ-LOPEZ D, LUZON M
\%
taxonomy on attacks and defences, experimental study and
challenges[ J|. Information Fusion, 2023, 90 148-173.

[8] SIKANDAR H S, WAHEED H, TAHIR S, et al. A detailed
survey on federated learning attacks and defenses[ J]. Electronics,
2023, 12(2) : 260.

[9] WEI Kang, LI Jun, MA Chuan, et al. Vertical federated learning ;
Challenges, methodologies and experiments [ J ]. arXiv preprint
arXiv,2202. 04309, 2022.

[10]WENG H, ZHANG J, XUE F, et al. Privacy leakage of real—
world vertical federated learning[ J]. arXiv preprint arXiv,2011.
09290, 2020.

[11]CHEN H, FU C, RUAN N. Steal from collaboration: Spy attack
by a dishonest party in vertical federated learning [ C ]//

—
wn
[

, et al. Survey on federated learning threats; Concepts,

Proceedings of International Conference on Applied Cryptography
and Network Security. Cham: Springer, 2023 583-604.
[12]FU Chong, ZHANG Xuhong, JI Shoujing, et al. Label inference
attacks against vertical federated learning[ C]//Proceedings of the
31" USENIX security symposium ( USENIX Security 22 ).



514

AL G > v 00 H AR b R 109

Boston; USENIX Association, 2022.:1397-1414.

[ 13]NASERI M, HAN Yufei, CRISTOFARO D E. Badvfl; Backdoor
attacks in vertical federated learning [ J]. arXiv preprint arXiv,
2304. 08847, 2023.

[14]GU Y, BAI Y. LR-BA: Backdoor attack against vertical federated
learning using local latent representations [ J ].
Security, 2023, 129; 103193.

[15]BARUCH G, BARUCH M, GOLDBERG Y. A little is enough:
Circumventing defenses for distributed learning[ C ]//Proceedings

Computers &

of the 33™ International Conference on Neural Information
Processing Systems. New York: ACM, 2019.775.

[ 16 JFANG Minghong, CAO Xiaoyu, JIA Jinyuan, et al. Local model
poisoning attacks to Byzantine — Robust federated learning [ C ]//
Proceedings of the 29" USENIX Conference on security symposium
(USENIX Security 20). New York:ACM, 2020 1605-1622.

[ 17]SHEJWALKAR V, HOUMANSADR A. Manipulating the byzantine ;

Optimizing model poisoning attacks and defenses for federated

learning [ C ]// Proceedings of the Network and Distributed System
Security Symposium (NDSS). The Internet Society, 2021.1-18.

[18]CEBALLOS I, SHARMA V, MUGICA E, et al. Splitnn—driven
vertical partitioning[ J]. arXiv preprint arXiv,2008. 04137, 2020.

[19]LU Linpeng, DING Ning. Multi—party private set intersection in
vertical federated learning [ C]//Proceedings of 2020 IEEE 19™
International Conference on Trust, Security and Privacy in
Computing and Communications ( TrustCom ). Piscataway, NJ:
IEEE, 2020 707-714.

[20] SUN Jiankai, YANG Xin, YAO Yuanshun, et al. Vertical
federated learning without revealing intersection membership[J].
arXiv preprint arXiv,2106. 05508, 2021.

[21] ZHOU Zhou, TIAN Youliang, PENG Changgen. Privacy —
preserving federated learning framework with general aggregation
and multiparty entity matching[J]. Wireless Communications and
Mobile Computing, 2021, 2021:6692061.



