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Unknown network traffic detection based on joint prediction and two—layer model
LIU Lian, DONG Yuning

(School of Communications and Information Engineering, Nanjing University of Posts and Telecommunications,
Nanjing 210003, China)

Abstract; Existing open set traffic recognition methods focus on new class detection, but still need to be improved in terms of
overall performance metrics and classification speed. To address this problem, this paper proposes an unknown traffic detection
model based on joint prediction and two-layer classification. Two multi—classifier models are trained from known classes as upper
layer classifiers, and the confidence difference and label distance are defined to evaluate the results of the upper layer classifiers. The
fake new classes and known classes are used to train the lower layer classifiers by the output values of the upper layer classifiers in
order to effectively detect the unknown classes difficult to distinguish. Experiments show that the overall accuracy of the method in
this paper is improved by 2% to 4% over existing methods, and the classification time is greatly reduced.
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Fig. 1 Block diagram of the training stage
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Fig. 2 Extracting fake new class samples of multiple OC-SVM
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5. ify, ==0;

6. ify(p) ==y(d;): yk <y,

7. else;  yn <y,

8. end if

0. else: yn < vy,

10.  end if

11.  return yk,yn
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Table 1 NYDS dataset

ez N FEAEL
g% _ 480 p tencent , bilibili 1 000
Bk 720 p tencent bilibili , youku 1 000
HA%_ 1080 p tencent , bilibili . youku 1 000
EHE_ 480 p douyu , huya 1 000
EH#%_ 720 p douyu . huya 1 000
TiHE_ 1080 p douyu  huya 1 000
F2 ISCX #iEE
Table 2 ISCX dataset
TR I ] A%
A BitTorrent . Ftp .Skype_file 1 000
1HF WG Facebook_audio ,Hangouts_audio ,Skype_audio 1 000
HR Email 1 000
A Skype_video , YouTube 1 000
R Facebook_chat 1 000

3.2 iFMIERR

ARSCHE I Z AP S bRk R SR R P RE S T
PEALT , 43 5 DN 23 2 HE B 2% ( Accuracy, Ace) | 25 #E %
( Precision, P). & 4 % (Recall, R) .F1 1§ 4>
(F1_score,F1) #I i HE AL E 7 E[“] ( Normalized
Accuracy, NA) 2407 W fT 45 A% &, Hi, NA
2 T8 B HIBEAS 09 VB ( Accuracy on Known
Samples, AKS) FA HIFE A ) HE B FE ( Accuracy on
Unknown Samples, AUS) ,

T, + T,
Acc = (3)
T, +F,+T, +F,
T
p=_-" (4)
T, + Fp
T,
R = (5)
T, +F,
2XPXR
F1=——"— (6)
P +R
NA =AAKS + (1 - A)AUS (7)
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B e R R JEAT A, O 5 SOk 12 ] ASCik [ 21 ] 2
TIVERELLER . T A W SEB0 YTERE L 'S N Intel (R)
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HEEICA FHUIN ESER, 3 E RGN Windows 11,
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FEAGE A FR A8 E , CASE MU AR A
(e ey 8 95 SR AN [ 9% 15 B 25 AR 25 I B
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Fig. 4 Distribution of confidence difference between known and
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Fig. 6 Two —dimensional distribution between known and new
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3.5 HRRSEIE

T BAIE T R AR A Ak LS (A
B R P A (TH_CLD ) B /7 sk A7 Lo &, 76 3
ARV B AR T S5 07 5 1740, NYDS |43
HPERENT LG5 R WL 2% 3,1SCX | 4» 25 R REXT b 45
W 4 MIXD _EAZstkmext lbas g s, £4
TH_CLD J7iE M5 PR REAN IR 3 FIER 5, 2 M TE
AN RV ER A A b PR [F] — BB R AT 3 2R S B 1), O
[F] PR AEAS 77 A T AN [R) A 4 8O0, 328 8 ) T (A
HAEEYE, 1m0 JPTM ASF]FH 2 56 R Bk Ik B 1H
FIH EE S 45 NG5 240 R 880 08 28
BAY B SRR B R K $ e, 78 3 MR B
NA {H I TH_CLD & H 2% ~ 10% , E 52K FH 2 1
F1 1833 WE R4 5%, Hd JPTM B#i a4 4%
R TEAR RV E AL AR AE 95% LA L, M AR i)
B SRR H iR ok

#3 NYDS E4rZEiEgexdtt

Table 3 Comparison of classification performance on NYDS

ik 25 F1 P R NA

TH_CLD ©%12%  0.897 0. 965 0.838 0.979
E S 0.914 0. 861 0.974 0.979

JPTM B 0.951 0.988 0.917 0.995
W& 0.963 0.931 0.998 0.995

R4 ISCX EHEMgexttl

Table 4 Comparison of classification performance on ISCX

Irik 25 F1 P R NA
TH_CLD BEHIZE  0.906 0.870 0.950 0.917

PR 0. 898 0.950 0. 851 0.917
JPTM  BIZE 0.958 0.990 0.929 0.992
i 0. 962 0.934 0.991 0. 992

R5 MIXD Eazeitserttt

Table 5 Comparison of classification performance on MIXD

Jrik 251 F1 P R NA

TH_CLD g2  0.912 0. 946 0.903 0.963
Bk 0.922 0.907 0.939 0.963

JPTM  BHIZE 0.962 0.968 0.956 0. 981
i 0.963 0.957 0.969 0.981

3.6 AEFAZEXILE

T SR BT AR R SC JPTM J5 1543 A 3
MRS 527 S0k 7 ik (DACS! R APTY)
HEATPEREXS FE A3 B, 45 2R W3R 6 ~ 3% 8, Hith DACS
J5 B FHBEHLER AR RN SVM I RUZ R 58, K5 WL AR
ARE A A R R B N T 2250 A SVM, i — 25 4R
i SVM ISR 25 FORKIEN 2 . APT Jr k2 AL
H RS A )8 T 2 2R n 3 FEAR
R E DX 53 O R A 2 5], X b 26 5 1
TEAN G EASOTERN T MSEFH LN F1 15
53 e NA B BHAB I ERA T Tt

F 6 NYDS EAREFFiEDLEMERERTL

Table 6 Comparison of classification performance of different
methods on NYDS
RACIES Bk
ik NA

F1 P R F1 P R

DACS 0.957 0.960 0.956 0.961 0.959 0.962 0.978
APT 0.890 0.908 0.876 0.897 0.883 0.911 0.947
JPTM 0.951 0.988 0.917 0.963 0.931 0.998 0.995

F£7 ISCX EAREFEFEMERESTEE

Table 7  Comparison of classification performance of different
methods on ISCX
‘ ELHI% %
Tk NA

F1 P R F1 P R

DACS 0.886 0.874 0.961 0.721 0.941 0.584 0.773
APT 0.958 0.965 0.953 0.895 0.881 0.909 0.969
JPTM  0.958 0.990 0.929 0.962 0.934 0.991 0.992

DACS Z—"MXZ RS, B MZEFEAR 2 BN
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SR, 7E5 50 2 NERAE T JPTM /Y2 HIZEH
B F1 355 LA N NA (E#A B i It 7EXT L 7 vk
FIHELFAYE 8 o, JPTM B EHZEFHZEN) F1 15
SRR LT DACS & i 2% A 47, NA fH i i 24
3%, Li BAMTRI A A SO ETE o e RE BT I
XFHITH

*8 MIXD EREFHES LR
Comparison of classification performance of different
methods on MIXD

B EES

ik NA
F1 P R F1 P R

Table 8

DACS 0.942 0.931 0.956 0.942 0.958 0.927 0.958
APT 0.865 0.873 0.859 0.870 0.864 0.877 0.927
JPTM  0.962 0.968 0.956 0.963 0.957 0.969 0.981

5 APT J7 % EE, JPTM 9 NA {HI2 T+ T 2% ~
5% , A EHIZEN F1 A58 0 T 2 5% , #2504 F1
R T 20 7%, FEARFREIESE -, APT B J7 i
ELHIEFH K A4 4R R AlAE MR P &R L JPTM
i, UEEH APT B 2 HIZSEFIBT S0 2 SRR LL AR 7
B AR SCH MR T SEE0E A, %t
2 APT K BV HI 8RR AR FNEL 20 2 A X B A — A5
A AR G2 1 A2 A0 R AT AR R Mk X
Sy CHIZERUEZE XU 0 E IR AT O AR 2
AR R | i e PR R BEATL AR AR 43 25 25 % I
EHIZSREAR N 4325, (HJE APT {UAAAR T 2 128
PRI RE , 76 O R AR S — b B 9 —
SO T EE T ) 2 RS R 4 B S, T JPTM
FI R JEREARYI 25 8 B2 43 2K 2R B, R F )2
SPRAFX AR AUH IS IFARE L2 e i 4
X C A 2SS 40 43 25, A LR SRk B s,
JPTM AU Y 36 0] LU AT R0E S — A~ 48 5 1= 43 1 52
w5 RIS, R 288 AN F A X 43, 4R it o R 7
PRSI, 27 L AR SO IR AE oy Mg L L T X

Tk

R T SR S 5 U A A e AR SCHEAS [ B s
HETEOLT FEATH AT S5 45 R LR 9, X F
AR S2 56 5 0 TR — 20 DR AF L R A & 2R AR
T O S A LB AN ) (R S AL A A T SR 30 HE
BN RIS Y MERPE NA R F1 £35S0 R
mE 7 s, B 7 R ARG A T ORR L A
SEIUERA Y RS T IEER A B R NA BRI A2 A
BRSO JPTM (9 NA {E 88 E PR T4 L7
B APT B TXF 75 DACS, fE4 4 4 A5 v
APT #:2% 406 4 M A 9 T DACS 1 NA fHik
B T 2 ROR SRR R AR .

#£9 MIXD EAECMEMBEMNAS

Table 9 Combination of different known and new classes on MIXD

Hikey ELZE « Bk =
1 1.5.6.7.8.16 3.9.10,11.13
2 1.2.3.8.13.18 6.7.10.11.,12
3 6.7.8.9.10,12 1.2.3.11.,13
4 4.5.7.8.13.16 3.11,12.15.18
5 1.2.3,5.10.11 6.7.9.12.18
6 1.3.6.7.9.11 5.8.12.13.16
7 2.6.9.10,11,18 5.7.12.13 .15
8 1.,5.7.8.10,11 2.6.13.16.,18
9 2.7.9.15.16.18 1.4.10.11.13
10 5.6.9.15.16.18 2.3.11.12.13

VBT bR 4 5 AR AR 00 1 X 10 56 £ ¢ 1 - BitTorrent , 2~ Email 3~
Facebook_audio \4=Facebook_chat ,5-Ftp .6—Hangouts_audio ,7—Skype_
audio ,8—Skype_file \.9—Skype_video,10—YouTube , 11-douyu (480 p) .
12—huya(480 p) ,13~—tencent (480 p) ,15—tencent (720 p) ,16—youku
(720 p) ,18—=douyu( 1 080 p)

1.00
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0.90
= 085
0.80
0.75 JPTM
APT
DACS
0.70

1 2 3 4 5 6 7 8 9 10
N mEiRe

B7 FAREIFEALAST 3 M7 R NA XL
Fig. 7 Comparison of NA of the three methods with different data

combinations
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ZEAF 10 FUSEE 25 JPTM B9S2 NA (B A1 1
F1 183080 TXF vk, 2 10 ] LUE 8L APT
Tk NA R FLAS 82 Mo APT B 7k
H R R DX 23 © RN 2R OB 2 AT se R/ h i 2
HZEHEAR SR BRI h MR K e 4 3l 2
s ZEEUR IR ZEHOR, BC AR A
R s FIFME G A 4R oy AR BEAL AR MOR X 3 2 2
HZE BT MER ERCAT T NA (E TR
S HIZE IS AE A M, PR — O (R 5
Wil 281 NA {8, T L APT J7 V1Y NA B &, © 50k
B F1AS 5K,

1.00

F1158%

0.75 JPTM
APT

DACS
0.70

1 2 3 4 5 6 7 8 9 10
R4

B8 ARBFEAET 3 MAENTS F1 33t
Fig. 8 Comparison of the average F1 of the three methods under

different data combinations

K10 TERFHETFHS LML

Table 10 Comparison of average classification performance of
different methods %
Tk 15 NA ) F1E
DACS 90. 6 87.5
APT 92.9 85.7
JPTM 96.3 93.8

R 7% LEAS R J7 8k 1 3 2R PR AT, AR R AF ST ik
FOAE TR g B TRIPERE o AN [R] 5 12 0 2 i [ X6
UL 11, W& 11 Al 50, A 5 v 1Y 3 2R I [A] 29 2y
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