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Two-layer image information hiding algorithm based on
ZUC-CNN convolutional neural network

CHEN Shuailong, DING Haiyang, CHEN Zichao

( School of Information Engineering, Beijing Institute of Graphic Communication, Beijing 102600, China)

Abstract; To address the challenge of balancing security and imperceptibility in contemporary end—to—end deep learning—based
steganography, this paper proposes a two—layer image information hiding algorithm based on ZUC - CNN convolutional neural
network. Firstly, the proposed two—layer steganographic algorithm employs the ZUC stream cipher with an initial key to perform a
cryptographic—level encryption of the secret information. This initial step effectively disrupts the original statistical distribution and
spatial correlation of the secret data. Subsequently, a U - Net and CNN - based architecture, comprising a HidingNet and a
RevealNet, is utilized for information embedding and extraction. The final recovery of the secret information is achieved by
decrypting the extracted data using the ZUC cipher with the same initial key. Experimental results demonstrate that the proposed
algorithm achieves a high embedding capacity of 24 bits per pixel (bpp). Furthermore, it ensures minimal distortion in the container
image and high fidelity in the recovered secret information, with Peak Signal-to—Noise Ratio ( PSNR) values reaching 40. 10 dB
and 37. 12 dB for the reconstructed cover image and the extracted secret image, respectively.
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Fig. 1 Hiding the secret image in the cover image with U-Net and restoring the hidden image with the revival CNN network
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Fig. 2 Flow chart of two—layer steganography in ZUC—CNN convolutional neural network
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Fig. 4 RevealNet extraction network diagram
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Table 2 Comparison of PSNR with other algorithms

Method Technique Cover Image Size Secret Image Size PSNR
Rehman’s method' ') Encoder—decoder 32x32x3 32x32x1 32.90
Zhang’s method "’ GAN 256x256x3 256x256x% 1 33.92
Wang’s method (ISGAN) [2!] GAN 256X256x3 256X256x 1 34.01
Yang’s method'? ISGAN 300%300x3 300x300x 1 34.07
Subramanian’s method'* Encoder—decoder 256X256X3 256x256%3 34.55
Proposed method Encoder—decoder 256X256X3 256x256%3 37.33

(1) FEALFRARTR] R (256 %256 ) B AR KR T
AW B A 2 USR5 15 L ( PSNR)
IRF|T 37.33 dB, BEL T A XT ik,

(2) 5 [F B R o0 2% - i 1S 28 22 0 1
Subramanian 25245 5 TR HL, A 5 AR R A
WM FEI R LR, PSNR #2717 1. 06 dB, X3
A SCR B A9 3L T U= Net B BeURE M9 2% 75 Fe /b
AR EMG R By T HA TR A e

(3) 53T GAN B9J7 4 W Wang 22520 A
Yang %5228 M, AR5 2 AUAE PSNR 435085
i 1.60 dB il 1.54 dB, B E )&, BT MBI
AT T R P ) I — 30 R L TR ) A, AR
HIETFREEORM 3 £,

XS5 S E R T ARSIAE R A =S
SR R AR SR B OSSR R A AN TR

4 LERIE

ASCF BRI T HT ZUC-CNN F5FH 28 ) 2%
A2 R A B B 1 IR AT T 288 40 i A
BROGUE . SCIREE R, Ir it R OK BN T R
A 1 1) B e LA B A 1 BRI R, R L
HRBERORAS S T8 . AU B IR BNk
A SEBLT LA 0 =X, B P e B G
T X 245 A 9 2o A v T 66 T I A9 R A AL AR L g i)
B RO R BGR B S B R T BRI
ST UL A /K BN R 5 VR B 2 2 254 B A e
77, [T & IR 7K BN AR A 52 B g 4T3 8%
FEAERR IR, AR ] DLt — 2B b B K ENGE.
5, PR IR 4 UG ) B 75 it LA S AR Ak BB AL
Heo
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