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Multi-stream fusion video deepfake detection method
based on self-supervised learning

TIAN Yuzheng, CAI Manchun

(School of Information and Cyber Security, People’ s Public Security University of China, Beijing 100038, China)

Abstract: In recent years, deepfake has posed a severe challenge to the authenticity of online media and aroused public concern.
Forged videos in real-world scenes are usually composed of double forgeries of audio and visual modes. However, mainstream deep
forgery detection methods are realized by capturing artifacts in visual single mode, and different forgery methods will generate
different artifacts, which leads to limited performance and poor generalization ability of such methods. At the same time, the work
of detecting using multimodal information does not make full use of audio information to discover the forgery of visual modes.
Therefore, a multi—stream fusion video deepfake detection method based on self—supervised learning ( MFAVNet) is proposed,
which uses the inconsistency between audio and visual modes for multi—-mode forgery detection. Specifically, a feature extraction
network with three parallel branches of video, audio and audio—visual is constructed, and the visual features and audio features of
the lip region are extracted by using the self—supervised pre—trained Audio—Visual HUBERT (AV-HuBERT) model. In order to
supplement the overall visual features of facial regions, a visual-audio feature extractor based on ResNet architecture is designed,
and it is fine—tuned and optimized on forged data sets. After feature fusion, the final classification is achieved by multi-layer
perceptron. Experimental results on DeepfakeTIMIT and FakeAVCeleb data sets show that the proposed method has good
generalization adaptability when detecting videos generated by various forgery technologies, and the performance of MFAVNet in
deepfake detection is better than many mainstream advanced methods.
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Fig. 2 FakeAVCeleb dataset example
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Table 3 Comparison experiment results

VRS BLZS FakeAVceleb | ACC/%  FakeAVceleb F AUC/%
Xception v 72.71 73.51
CViT v 75. 14 79. 00
Lip Forensics v 80. 10 82. 40
Face X-ray v 72.88 73.52
VFD AV 81.52 86. 11
AVA-CL AV 86. 55 89. 47
AVT?-DWF AV 87.57 88.32
AVOiD-DF AV 83.70 89.20
MRDF-Margin AV 93. 40 91.80
MFAVNet AV 93.20 94. 80
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Table 4 Cross—dataset experiment results

Ttk RS DF-TIMIT |- ACC/% DF-TIMIT |- AUC/%
Xception v 95.20 95. 60
CViT v 98.01 98.73
Lip Forensics v 99.25 99.27
Face X-ray v 94. 47
EmoForen AV 94. 90
VFD AV 99. 82
AVA-CL AV 96. 53 99. 86
AVT*-DWF AV 98.43 98.43
MFAVNet AV 99.90 99.90
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